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A Chinese telecommunications equipment company has sold 
Iran’s largest telecom firm a powerful surveillance system ca-
pable of monitoring landline, mobile and internet communica-

tions, interviews and contract documents show.
The system was part of a 98.6 million euro ($130.6 million) con-

tract for networking equipment supplied by Shenzhen, China-based 
ZTE Corp. to the Telecommunication Co. of Iran (TCI), according to 
the documents. Government-controlled TCI has a near monopoly on 
Iran’s landline telephone services and much of Iran’s internet traffic is 
required to flow through its network.

chinese firm helps 
iran spy on citizens

As sanctions pinch Tehran’s access to technology, 
chinese companies such as zte have moved in 

LISTENING POST: An Iranian talks on her mobile phone in front of the national flag at a campaign centre in Tehran. REUTERS/Damir Sagolj 
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The ZTE-TCI deal, signed in Decem-
ber 2010, illustrates how despite tighten-
ing global sanctions, Iran still manages to 
obtain sophisticated technology, includ-
ing systems that can be used to crack 
down on dissidents. 

Human rights groups say they have 
documented numerous cases in which the 
Iranian government tracked down and 
arrested critics by monitoring their tele-
phone calls or internet activities. Iran this 
month set up a Supreme Council of Cy-
berspace, headed by President Mahmoud 
Ahmadinejad, who said it would protect 
“against internet evils,” according to Ira-
nian state television.

Mahmoud Tadjallimehr, a former tele-
communications project manager in Iran 
who has worked for major European and 
Chinese equipment makers, said the ZTE 
system supplied to TCI was “country-
wide” and was “far more capable of moni-
toring citizens than I have ever seen in 
other equipment” sold by other companies 
to Iran. He said its capabilities included 
being able “to locate users, intercept their 
voice, text messaging ... emails, chat con-
versations or web access.”

The ZTE-TCI documents also dis-
close a backdoor way Iran apparently ob-
tains U.S. technology despite a longtime 
American ban on non-humanitarian sales 
to Iran – by purchasing them through a 
Chinese company.

ZTE’s 907-page “Packing List,” dat-
ed July 24, 2011, includes hardware and 
software products from some of Ameri-
ca’s best-known tech companies, includ-
ing Microsoft Corp., Hewlett-Packard 
Co., Oracle Corp., Cisco Systems Inc., 
Dell Inc., Juniper Networks Inc. and Sy-
mantec Corp.

ZTE has partnerships with some of 
the U.S. firms. In interviews, all of the 
companies said they had no knowledge 
of the TCI deal. Several - including HP, 
Dell, Cisco and Juniper - said in state-
ments they were launching internal inves-

tigations after learning about the contract 
from Reuters.

Li Erjian, a ZTE spokesman in Chi-
na, said his company only sells “standard” 
equipment to Iran. “Our main focus for 
business in Iran is to provide standard 
communications and network solutions 
for commercial use to help operators up-
grade their network. 

“We are a small scale telecommunica-
tion equipment supplier in the Iran mar-
ket. We sell standard equipment in Iran as 
we do globally,” he wrote in an email. 

TCI officials in Tehran either didn’t re-
spond to requests for comment or could 
not be reached. 

The United States, Europe and many 
Arab countries accuse Iran of attempt-
ing to develop nuclear weapons, which 
Iran denies. But Beijing, along with 
Moscow, has repeatedly vetoed attempts 
to strengthen sanctions against Tehran. 
China is Iran’s largest trading partner 
with business between the countries sur-
passing $45 billion last year, up $16 bil-
lion from 2010, according to Iran’s FARS 
news agency.

ZTE, China’s second largest telecom 
equipment maker, is publicly traded but 
its largest shareholder is a Chinese state-
owned enterprise. The fast-growing firm, 
which says it sells equipment to more 
than 500 carriers in more than 160 coun-
tries, reported annual revenue of $10.6 

billion in 2010.
TCI is owned by the Iranian govern-

ment and a private consortium with re-
ported ties to Iran’s elite special-forces unit, 
the Islamic Revolutionary Guards Corps.

In a recent interview Mahmoud Khos-
ravi, managing director of Iran’s govern-
ment-controlled Telecommunications 
Infrastructure Co., boasted that sanctions 
have had no effect on Iran’s telecom indus-
try. “We have the latest technology in our 
networks,” he said.

RIVALS PULL OUT
Sanctions on Iran have focused on banking, 
terrorism, Iran’s oil industry, and individu-

Follow Reuters Special Reports 
on Facebook:  
facebook.com/ReutersReveals

FAST GROWER: Zte is publicly traded but 

its largest shareholder is state-owned. It 

sells equipment in more than 160 countries.  

REUTERS/Tyrone Siu

Chinese firm, 
western parts
U.S. goods offered to Iran by ZTE:

Hewlett Packard ProLiant DL380 G7 Server

HP LaserJet P2055dn printer

HP 2000sa G2 Modular Smart Array

HP SC08Ge Host Bus Adapter

Symantec Endpoint Protection security 
software

Microsoft SQL Server 2005

Microsoft Windows Server 2003

Microsoft Windows 7 Professional

Dell 19-inch widescreen flat panel monitor

Dell T3500 workstation 

Oracle 10g Enterprise Edition 10g for Linux

Oracle 9i Enterprise Edition 9.2 for Linux

Cisco MDS 9124 Multilayer Fabric Switch

Source: ZTE-TCI Contract documents, July 24, 2011
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als and companies that Western capitals 
believe are involved in the country’s nuclear 
development program, which Iran main-
tains is peaceful. Although sanctions have 
not specifically targeted Iran’s telecommu-
nications industry, its future growth is ex-
pected to suffer from “severe fluctuations in 
the currency, the rial, as international sanc-
tions begin to impact the economy,” ac-
cording to a report this month by Pyramid 
Research in Cambridge, Mass.

Last month, European Union diplo-
mats said the bloc’s 27 governments had 
reached an agreement in principle to 
target telecommunications equipment 
that can be used by Iranian authorities 
for monitoring anti-government dissent. 
But no final decision has been made and 
there is no target date for implementing 
such a ban.

Like most countries, including the 
United States, Iran requires telephone 
operators to provide law enforcement 
authorities with access to communica-
tions. Some telecoms equipment makers 
that previously provided Iran with gear 
capable of intercepting communications 
have cut back sales. 

After Iran’s controversial election in 
June 2009 sparked the country’s biggest 
demonstrations in decades, Ericsson and 
Nokia Siemens Networks, a joint venture 
between Nokia and Siemens, said they 
would reduce their business there. NSN 
had provided TCI with a monitoring 
center capable of intercepting and record-
ing voice calls on its landline and mobile 
network. Ericsson had sold equipment to 
Iranian telecoms that included built-in in-
terception capabilities. 

Even the giant Chinese telecommu-
nications equipment firm Huawei Tech-
nologies said it has curtailed new busi-
ness in Iran. In August 2009, Huawei 
and British company Creativity Software 
beat out ZTE to win a contract to supply 
Iran’s second largest mobile phone carrier, 
MTN Irancell, with a “location-based ser-

vices” system, according to a press release 
from Creativity. 

Such systems can be used to track 
phone users’ whereabouts. Last December 
Huawei said that “due to the increasingly 
complex situation in Iran, Huawei will 
voluntarily restrict its business develop-
ment there by no longer seeking new cus-
tomers and limiting its business activities 
with existing customers.”

“INTERCEPTION SOLUTION”
ZTE’s pursuit of the surveillance market 
is no secret. Its subsidiary, ZTE Special 
Equipment Co., or ZTEsec, specializes 
in security and surveillance systems and 
often co-sponsors an international trade 
show called ISS World where companies 
peddle their wares to governments and 
law-enforcement agencies. According to 
the trade show’s website, a ZTEsec offi-
cial gave a training seminar in Brazil last 
July on “ZTEsec Deep Insight Solution - 

Comprehensive and Intelligent Intercep-
tion Solution.”

The packing list for ZTE’s TCI 
contract refers to “Equipment Model: 
ZXMT,” a system the Chinese firm’s 
marketing documents refer to as an “in-
tegrated monitoring system” and a “turn-
key solution for lawful interception” that 
simultaneously monitors telephone net-
works and the internet.

Reuters asked project manager Tadjal-
limehr and a former ZTE network engi-
neer who helped to install the ZXMT sys-
tem in another country to review the ZTE 
packing list. Both men said that among the 
items were parts for a surveillance system 
that can monitor voice, text messaging and 
internet communications. The former ZTE 
employee said the system does not use any 
U.S.-made parts or software.

Both men said the ZXMT system uti-
lizes “deep packet inspection,” a powerful 
and potentially intrusive technology that 
can read and analyze “packets” of data that 
travel across the internet. The technology 
can be used to track internet users, search 
for and reconstruct email messages that 
have been broken up into data packets, 
block certain types of traffic and even de-
liver altered web pages to users.

Andrew Lewman, executive director of 

DEEP INSPECTION: A computer engineer at a private Tehran internet service provider checks 

equipment in 2011. The Iranian government recently set up a Supreme Council of Cyberspace.  

REUTERS/Caren Firouz

 They seem to be rolling it
out countrywide and they seem 
to be willing to experiment with 
blocking more and more traffic.

Andrew  Lewman

The Tor Project
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The Tor Project, which distributes soft-
ware so that dissidents in places like Iran 
and China can surf the internet undetect-
ed, says the group has collected evidence 
showing that Iran has been using deep 
packet inspection since 2010 to monitor 
and block internet traffic.

“They seem to be rolling it out coun-
trywide and they seem to be willing to 
experiment with blocking more and more 
traffic,” said Lewman, the project’s execu-
tive director.

Tor, which has nearly 50,000 daily us-
ers in Iran, repeatedly has had to tweak 
its circumvention technology to outfox 
Iranian censors. Lewman said after us-
ing deep packet inspection to isolate and 
block specific traffic like Google’s Gmail, 
the Iranian government can then record 
every online request for the service and 
trace individual users. “They can figure out 
the households,” he said.

ZTE markets its monitoring system 
as low-cost and user-friendly. In May 
2008, the firm made a presentation to the 
government-controlled Iran Telecom-
munication Research Center about its 
latest networking products, including the 
“ZTE Lawful Intercept Solution,” ac-
cording to Privacy International, a Lon-
don-based non-profit that advocates the 
right to privacy and obtained a copy of 
the presentation. 

In a 91-page document called “Talking 
to the future,” ZTE noted that its ZXMT 

system was applicable to military and na-
tional security agencies. Citing “10 Rea-
sons to Select ZXMT,” it said the system 
offered “High security and good secrecy” 
and was “Invisible to the targets.”

“A VERY SERIOUS MATTER”
The ZTE parts list includes items apparent-
ly not connected with its surveillance system. 
Among them are the U.S. products, includ-
ing HP computer parts and printers, Mi-
crosoft Windows software, Cisco switches, 
Dell flat-screen monitors, Oracle database 
products and Symantec anti-virus software.

According to a spokesman for the U.S. 
Treasury Dept., a U.S. company would 
violate sanctions “if it exports products 
requiring a license to a third party with 
the knowledge that its products will end 
up in Iran.”

In the case of the U.S. products on the 
ZTE packing list, many – and possibly all 
- do not require an export license and the 
companies say they did not know they were 
being shipped to Iran. Several said their 
agreements with foreign companies like 
ZTE stipulate that their products cannot 
be distributed to embargoed countries.

For example, an HP spokesperson said, 
“HP’s distribution contract terms prohibit 
the sale of HP products into Iran ... As 
a matter of company policy, HP investi-
gates any credible allegations of breaches 
of these contractual obligations by our 
partners or resellers and we are actively 

examining this situation.”
Cisco said, “Products such as these, 

which are not subject to individual export 
licenses, can be purchased from distribu-
tors and resold without Cisco’s knowledge 
or control. We continue to investigate this 
matter, as any violation of U.S. export con-
trols is a very serious matter.”

ZTE’S contract with TCI is also signed 
by ZTE’s Iranian subsidiary, ZTE Parsian, 
and another Chinese company – Beijing 
8-Star International Co., which the docu-
ments state is responsible for providing 
certain “relevant third-party equipments.” 
Reuters did not have access to an annex to 
the contract that identified the third-party 
products to be supplied by Beijing 8-Star. 

A Reuters reporter recently visited the 
company’s office in eastern Beijing. Two 
male workers there described Beijing 
8-Star as a trading company with business 
all over the world. The otherwise sparse 
office contained several crates of French 
wine marked Bordeaux, which the work-
ers said had been imported from France.

A man who answered the phone at 
Beijing 8-Star declined to answer any 
questions about the Iranian contract or 
confirm his identity. “This part of my com-
pany’s business is a commercial secret,” he 
said, adding, “I think on this matter, you’d 
better not ask me. Because it’s my com-
mercial secret, I don’t wish to tell you.”

Additional reporting by Sui-Lee Wee in Beijing 
and Marcus George in Dubai; editing by 
Simon Robinson and Sara Ledwith

TALKING TO THE 

FUTURE: A document, 

provided by Privacy 

International, that ZTE 

presented to the Iran 

Telecommunication 

Research Center in 

2008.  REUTERS/simon 

newman


	Next page 17: 
	Next page 16: 
	Page 2: Off
	Page 3: 

	Previous page 13: 
	Page 2: Off
	Page 3: 

	Previous page 12: 
	Page 4: Off



